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Google Cloud Launches Al-Powered Anti Money Laundering
Product for Financial Institutions

HSBC found AML Al identified 2-4x more suspicious activity, while reducing alert volumes by more than 60%

SUNNYVALE, Calif., June 21, 2023 /PRNewswire/ -- Google Cloud today announced the launch of Anti Money Laundering Al
(AML Al), an artificial intelligence (Al)-powered product designed to help global financial institutions more effectively and
efficiently detect money laundering.

Money laundering is a complex problem with a growing global impact. The amount of money laundered each year is estimated

to be 2-5% of global GDP, or up to $2 trillion annually.! Money laundering proceeds are connected to illegal activities, ranging
from drug and human trafficking to terrorist financing. Today, anti-money laundering programs consume significant resources
for financial institutions, many of which operate across a variety of global and regional regulatory bodies. In fact, large financial

institutions report monitoring four billion® transactions or more a year for increasingly sophisticated illicit behavior.

Most legacy AML monitoring products are reliant on manually defined rules, which yield low rates of identifying suspicious
activities. Even in the most advanced implementations of rules-based systems, money launderers can learn and work around
these rules to avoid detection. In fact, more than 95% of system-generated alerts turn out to be "false positives" in the first

phase of review, with approximately 98% never culminating in a suspicious activity report (SAR).3 High rates of false positives
require manual reviews, which costs the industry billions of dollars in wasted investigation time each year and distract

institutions from true suspicious activity.4
AML Al helps global financial institutions increase risk detection and lower operational cost

Google Cloud's AML Al provides a consolidated machine learning (ML)-generated customer risk score as an alternative to rules-
based transaction alerting. The risk score is based on the bank's data including transactional patterns, network behavior, and
Know Your Customer (KYC) data to identify instances and groups of high-risk retail and commercial customers. The product
can adapt to changes in underlying data, delivering more accurate results, which increases overall program effectiveness and
improves operational efficiency.

Google Cloud's AML Al is using proprietary ML technology as well as Google Cloud technologies, such as Vertex Al and
BigQuery. The product handles the complexities of running ML at scale, while also providing enriched explanations of the
outputs to enable financial institutions to expedite the investigation workflow and improve the customer experience. To date, the
solution has been put in production across several geographical regulatory jurisdictions.

"Google is a pioneer in Al, and now we're making our tools, technologies, and expertise available to solve one of the biggest
and most costly challenges in the financial services industry,” said Thomas Kurian, CEO of Google Cloud. "Building on our
commitment to bring Al-powered innovation to the financial services industry, we are launching Google Cloud's AML Al to help
financial institutions more accurately and efficiently identify AML risk while enhancing business operations and governance."

Google Cloud's AML Al product delivers the following benefits:

» Increased risk detection: AML Al can outperform current systems in detecting financial crime risk. Google Cloud

customer HSBC found that they can now detect two to four times!®! more true positive risk, enhancing their ability to
identify and prevent money laundering activities.

« Lower operational costs: AML Al minimizes wasted investigator time by reducing alert volumes and providing
explainable outputs that speed up individual investigations. In fact, HSBC saw alert volumes decrease by more than 60%.

« Improved governance and defensibility: AML Al provides financial institutions with auditable and explainable outputs to
support internal risk management. This approach is now in production in several geographies, each with their own
regulatory requirements.

« Improved customer experience: By increasing precision and significantly reducing false positives, AML Al minimizes the
need to engage with customers for additional compliance verification checks.

HSBC, Bradesco, and Lunar find significant value in an Al-based approach to AML

Using Google Cloud's AML Al as its core, HSBC adopted a cloud-based Al-first approach as its primary AML transaction
monitoring system in its key markets. Google Cloud's AML Al helped HSBC improve detection capability, deliver more accurate
results, and significantly reduce batch processing times for its large customer base. As a result, HSBC was awarded the Celent

Model Risk Manager of the Year 2023.


http://www.prnewswire.com/
https://c212.net/c/link/?t=0&l=en&o=3898595-1&h=1744817962&u=https%253A%252F%252Fcloud.google.com%252Fanti-money-laundering-ai&a=Anti+Money+Laundering+AI
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"Google Cloud's AML Al has significantly improved HSBC's AML detection capability. Google's models are already
demonstrating the tremendous potential of machine learning to transform anti-financial crime efforts in the industry at large,"
said Jennifer Calvery, Group Head of Financial Crime Risk and Compliance at HSBC. "By enhancing our customer monitoring
framework with Google Cloud's sophisticated Al-based product, we have been able to improve the precision of our financial
crime detection and reduce alert volumes meaning less investigation time is spent chasing false leads. We have also reduced
the processing time required to analyze billions of transactions across millions of accounts from several weeks to a few days."

"As threats become more sophisticated globally and the challenges in fighting money laundering become increasingly complex,
we believe in the combination of Al and decision science as the best strategy to detect suspicious activity with more accuracy
and efficiency," said Rafael Cavalcanti, SVP Data & Analytics, Bradesco. "As one of the largest banks inBrazil with more than
70 million customers, we see the value of Google Cloud's AML Al product for the financial industry and have greatly enjoyed
working with Google Cloud in advancing the industry's approach to anti-money laundering."

"Transforming the traditional AML approach with Al technology can help the financial industry keep pace with rapidly evolving
money laundering techniques and the increasing volume of financial transactions," said Jonas Leed, Group General Counsel &
Money Laundering Reporting Officer (MLRO), Lunar. "As a digital bank, Lunar prides itself on embracing transformational
technology that creates efficiencies so we can focus on delivering the best banking experience to our customers. We are
encouraged and inspired by Google Cloud's AML Al ability to more accurately detect money laundering.”

AML Al can help customers reduce their operational costs while simultaneously improving the strength of their AML program. In
the future, Google Cloud plans to provide Generative Al foundations for the financial services industry with the goal of boosting
employee productivity, for example, to reduce the time needed for an analyst to investigate potential suspicious activity.

About Google Cloud

Google Cloud accelerates every organization's ability to digitally transform its business and industry. We deliver enterprise-
grade solutions that leverage Google's cutting-edge technology, and tools that help developers build more sustainably.
Customers in more than 200 countries and territories turn to Google Cloud as their trusted partner to enable growth and solve
their most critical business problems.
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