
Google Cloud Press Corner

CSIRO and Google Partner to Help Secure Australia’s Critical
Infrastructure from Risky Software Components

Partnership to assist critical infrastructure operators in meeting growing legislative
obligations to prove the integrity and security of their software supply chains

Sydney, Australia, August 22, 2024 – CSIRO, Australia’s national science agency, and Google today announced a research
partnership to close crucial gaps in how Australia’s critical infrastructure (CI) operators find, understand, and fix vulnerabilities in
their software supply chains.

A part of Google’s Digital Future Initiative and CSIRO’s Critical Infrastructure Protection and Resilience developing mission, the
partnership will see Google and CSIRO work together to develop tools and frameworks that help Australian CI operators meet
critical obligations around software supply chain security, including those in the amended Security of Critical Infrastructure
(SOCI) Act and Australia’s Cyber Security Strategy.

The tools and frameworks will focus on accurately identifying and fixing vulnerabilities in open source software components that
have become an increasingly important part of digital transformation for Australia’s critical infrastructure, which includes
everything from public utilities and hospitals to freight networks and groceries.  To maximize the impact of this partnership, all
project findings will be publicly available, allowing critical infrastructure sectors free and easy access.

CSIRO’s Project Lead, Dr Ejaz Ahmed, said the creation of new and homegrown technologies will enhance the security of
software used in Australian critical infrastructure.

“Software developed, procured, commissioned, and maintained within Australia will also be better aligned with local regulations,
promoting greater compliance and trustworthiness,” Dr Ahmed said.  “This partnership builds upon a successful track record of
AI-powered innovation, demonstrating the transformative power of Google and CSIRO's expertise.”

A roadmap to more secure software

The partnership will see CSIRO work with the Google Open Source Security Team (GOSST) and Google Cloud to develop
novel AI-powered tools for automated vulnerability scanners and data protocols that can quickly and precisely identify and
assess the impact of open source vulnerabilities on Australian CI operators’ software supply chains.

The tools will tap on existing resources including Google’s OSV database for the most up-to-date intelligence on vulnerabilities.
CSIRO’s applied research, including methods to test for responsible AI usage and tools for analyzing software packages, will
help to ensure reports and recommendations directly address the local regulatory and operating context of Australian operators.

Similarly, CSIRO and Google will collaborate on designing a secure framework that gives Australian CI operators clear guidance
on how to meet current requirements and a baseline for future ones. The framework will adapt and extend the Supply-chain
Levels for Software Artifacts (SLSA) framework created by Google, with insight from CSIRO’s Australian industry practices, to
define multiple levels of software supply chain maturity as well as steps to achieve each one.

Google Cloud will provide secure and scalable infrastructure and solutions, including machine learning and Big Data capabilities
as well as domain specific large language models, to accelerate the partnership’s research and translate it into tools or as-a-
service offerings for CI operators.

“Software supply chain vulnerabilities are a global issue, and Australia has led the way in legislative measures to control and
combat the risks," said Stefan Avgoustakis, Security Practice Lead, Google Cloud, Australia & New Zealand.

“The tools and frameworks we’re developing will give Australia’s CI operators a clear and consistent roadmap towards software
supply chain maturity, based on the in-depth industry knowledge that CSIRO has built up over years of research. Making these
resources openly available to CI operators will help establish greater resilience throughout critical infrastructure nationwide, and
reflects our longstanding interest in teaming up with industry and academia to enhance the effectiveness of our years of work in
open source security.”

About Google Cloud
Google Cloud is the new way to the cloud, providing AI, infrastructure, developer, data, security, and collaboration tools built for
today and tomorrow. Google Cloud offers a powerful, fully integrated and optimized AI stack with its own planet-scale
infrastructure, custom-built chips, generative AI models and development platform, as well as AI-powered applications, to help
organizations transform. Customers in more than 200 countries and territories turn to Google Cloud as their trusted technology

https://blog.google/intl/en-au/company-news/googles-digital-future-initiative/
https://www.homeaffairs.gov.au/cyber-security-subsite/files/2023-cyber-security-strategy.pdf
https://osv.dev/
https://www.google.com/url?q=https://slsa.dev/&sa=D&source=docs&ust=1723503032056339&usg=AOvVaw1nujzyb6daG4xam3YyWJbX
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